
Building the Modern SOC
Four evolutionary steps for creating a highly automated 
and efficient SOC that empowers analysts



INTRODUCTION

Today’s business environment entails a tremendous amount of data, along with 
many new applications, technologies, and security risks, all of which make the need 
for an effective security operation center (SOC) critically important.

This eBook outlines a phased approach for implementing the fundamentals needed to establish 
or evolve a SOC that effectively meets the needs of your business. But the harsh reality is that 
establishing a modern SOC is an ongoing effort that’s never finished. 

It requires continuous innovation, investment, and improvement that must be adjusted as your 
business evolves and generates more data, and as the tactics and techniques of cybercriminals 
become more powerful and capable of evading traditional security solutions.
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This eBook will describe and explain the four steps to building the modern SOC, so you can:

Identify the most strategic SOC investments that will deliver the greatest benefits to your 
organization, including: fewer alerts, faster investigations, a streamlined analyst workflow, and 
increased productivity

Take advantage of cloud-based solutions to reduce costs, improve productivity, and increase  
operational resilience

Learn how continuous evaluation will ensure the SOC remains the heart of your  
cybersecurity program

Prioritize the technology deployments—particularly a next-generation security information and event 
management (SIEM) solution—that will provide analysts with full visibility and deeper insight into 
what’s happening on your network and with your data

Understand the increasingly important role automation plays in a successful SOC

Map the path to establishing a modern SOC that will make your security operation more effective  
and efficient
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Well, you’re in good company.

According to the 2020 Devo SOC Performance Report™, an independent survey of nearly 600 security 
professionals conducted by Ponemon Institute, 72% of respondents from organizations that 
currently have a security operations center say their SOC is “essential” or “very important” to their 
overall cybersecurity strategy. However, only 50% believe their SOC is “highly effective” and 22% feel 
their SOC is ineffective. These figures show that even organizations already operating SOCs still 
have plenty of room for improvement.

Although the four foundational steps to building the modern SOC are equally important, it is critical 
to implement them in order. The evolutionary steps must work cohesively to create a strong, 
resilient SOC for today and the future.

CONCERNED THAT YOU’RE 
BEHIND THE CURVE WHEN 
IT COMES TO HAVING 
A SOC THAT DELIVERS 
THE VALUE YOUR 
ORGANIZATION NEEDS?

Say their SOC is “essential” 
or “very important” to their 
overall cybersecurity strategy

Believe their SOC is 
“highly effective”

Feel their SOC is 
ineffective

72% 50% 22%
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Step 1.

ESTABLISH A FOUNDATION OF 
CENTRALIZED, SCALABLE VISIBILITY
You can’t secure what you can’t see.

Is that a cliché? Perhaps. But clichés generally convey an obvious truth. And nothing is truer than 
the fact that seeing everything happening across your network, infrastructure, and operational 
environment, including the cloud—from both within and outside of your organization—is the first 
step in ensuring you can effectively secure that critical infrastructure and information against 
internal and external threats. While this concept may be a cliché, that doesn’t make it any less 
complex or challenging to accomplish.

In that same survey, the number-one reason for SOC ineffectiveness, according to 65% of 
respondents, is “lack of visibility into the attack surface.” Anything that hinders SOC teams from 
seeing the full picture of an attack, or prevents fast, comprehensive collection of threat data is the 
epitome of a visibility problem. You can’t see data that you don’t collect—never mind secure it.

And the lack of visibility is getting worse. Seventy percent of survey respondents cite lack of visibility 
as the top reason for SOC ineffectiveness. That’s 5 percentage points worse than in 2019. 
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A SOC that relies solely on collecting data from an organization’s traditional infrastructure is simply 
not sufficient in today’s increasingly cloud-based world. So, how do you get all the data you need to 
really pull everything together? Most SIEMs archive older data to reduce their storage costs (even 
when they don’t pass those savings on to their customers). You know what else they reduce? They 
reduce the ability to easily access and use the insights contained in that archived data to operate 
with agility and decisiveness. Having to wait before analysts can query archived data when they’re 
actively investigating potentially serious indicators of compromise (IOC) can give threat actors the 
edge they need before your SOC team can stop them.

One of the biggest barriers to centralized, scalable visibility is the proliferation 
of data silos. There are several reasons data silos develop in organizations, 
including teams that want to control domain ownership, and having to deploy separate 
log-collection solutions for different data sources. 

Whatever the reason they occur, data silos are a major impediment to the effective organization and 
efficient use of an enterprise’s valuable security data.

A vast, centralized, cloud-based repository of security data is a tremendous asset for any 
organization, especially when it comes to empowering a SOC team’s threat-hunting and 
investigation efforts. But the real value lies in being able to access older data as easily and quickly 
as you can access real-time streaming data to obtain deeper insights that improve security and 
enhance operations. Retaining older data is good but keeping that data “hot” so analysts can 
actually use it is critical.

INCREASINGLY COMMON 
TRENDS THAT MAKE IT 
PROGRESSIVELY MORE 
DIFFICULT TO ACHIEVE  
FULL VISIBILITY:
The shift of infrastructure to the cloud for enhanced 
resilience, agility, scalability, and cost savings

The increase in remote workers (a trend long before 
the coronavirus pandemic forced most people to 
work from home)

Reliance on an exploding number of cloud 
applications to run the business 

The rapid deployment cycles brought on by DevOps

The proliferation of endpoints of all types, including 
a burgeoning number of IoT and mobile devices

An explosion of security-rich data from endpoint 
detection and response (EDR) and network traffic 
analysis (NTA) solutions
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Key takeaway:

Blind spots caused by data silos, tool 
sprawl, cloud shift, and organizational 
misalignment increase cybersecurity risk 
and hinder efficient SOC performance. 
That’s why centralizing all of your data in 
the cloud to enable full visibility that will 
scale as your organization grows is the 
critical foundation of the modern SOC.
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Step 2.

EXTRACT INTELLIGENT INSIGHTS  
FROM YOUR DATA
Once you have centralized all your data in the cloud, you need to make sure your 
analysts don’t drown in it. After all, analysts are ultimately responsible for analyzing 
data and turning it into insights for decision-making. 

The key to extracting value from your centralized data comes from deploying real-time alerting 
that’s built for the needs of your business. Too many alerts—in other words, alerting on everything, 
which is the default for many SIEMs—generates noise, but not results. A tsunami of alerts slows 
down the detection process and overwhelms analysts.

What analysts really need are high-signal detections that focus on the known, the unknown, and the 
specific entities involved in a threat. High-signal detections give analysts what they deserve—data 
they can actually use to see and stop the threats that matter most to your organization quickly  
and accurately.

For effective detection, the most important weapon in your analysts’ arsenal is threat intelligence. 
When there are too many IOCs for analysts to focus on, how do you make sure team members are 
matching against everything they possibly can? Speed is important, but accuracy is critical. To keep 
ahead of the relentless assault of threats, analysts must be able to match IOCs at scale, and in real 
time, in a seamless, no-touch way. That’s why the key to accelerating and simplifying investigations 
is automated enrichment.
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Analysts need the full threat picture, and they need it instantly to defend against sophisticated, 
relentless attackers. Automated enrichment enables analysts to see a clear, complete picture of the 
threat landscape without having to spend valuable time manually querying multiple tools. A next-
gen SIEM must provide a context-rich view of entities, alerts, and prior learning to speed detection 
and, ultimately, triage and investigation. 

Seek a SIEM solution that automatically enriches events and investigations with:

Auto enrichment improves operational efficiency and frees analysts to apply their expert knowledge 
to intelligently detect, triage with confidence, and move to investigation quickly and decisively. 
Research shows it takes skilled nation-state hackers less than 19 minutes from the time they 
compromise the first device in an organization to move laterally toward the assets and data that 
matter. Speed is vital for detecting threats before they harm your business.

Actionable, real-time data  
and context

Attributes and indicators 
ranging from hashes and domains 
to IP addresses, emails, and 
files, ideally leveraging third-
party expertise to significantly 
expand your organization’s 
scope of threat knowledge

MITRE ATT@CK framework tactics 
and techniques
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Key takeaway:

Detection without context and 
intelligence is like throwing darts while 
blindfolded. You might hit the target, but 
the odds of a bullseye are slim. Analysts 
need automatic context so they can 
do their work efficiently and effectively. 
They need to know who is doing what 
(“Is this a domain controller or an intern's 
laptop?”). Context greatly improves the 
ability to triage and investigate alerts and 
enables analysts to focus on the threats 
that matter most to your organization.  
In the 2020 Devo SOC Performance 
Report, 68% of respondents say one of 
the top reasons working in a SOC is so 
painful is because there are too many 
alerts to chase. Give your analysts tools 
that streamline their workflow and how 
they triage those high-quality alerts 
so they can quickly pinpoint the most 
dangerous threats.

9

Building the Modern SOC   |   EBOOK

Step 2: Extract Intelligent Insights From Your Data |



Step 3.

SUPERCHARGE YOUR ANALYSTS 
WITH THE POWER OF AUTOMATION
With the first two steps completed, you now have full visibility into your data  
and can garner valuable insights from it. 

But how do you ensure your analysts can use this rich context without spending an excessive 
amount of time on manual searches as part of their investigations? By automatically feeding those 
insights into your investigations, so they are right at analysts’ fingertips.

Skilled, talented SOC analysts are a finite commodity. You need to maximize the depth and breadth 
of your analyst team as much as possible. One way to improve the effectiveness of your analysts is 
by reducing their investigation workload.

Being a SOC analyst is a tough job, especially for Tier-1 analysts, your first line of defense, who have 
an unacceptably high burnout rate due to the stress caused in part by alert overload and time-
consuming, manual information gathering. But stress and burnout are not limited to Tier-1 analysts. 
In the 2020 Devo SOC Performance Report, 69% of respondents say it is “very likely” or “likely” that 
experienced security analysts would quit the SOC because of stress. That was up three percentage 
points from the prior year. By deploying automation to reduce the number of alerts that cross their 
screens, analysts can work faster and more efficiently because they can focus on the threats that 
pose the greatest risks to your organization.
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Now, when SOC analysts and managers hear the word “automation,” they might jump to the 
conclusion that it’s code for eliminating jobs. However, the SANS 2020 Automation and Integration 
Survey doesn’t support that thinking: 

“[M]any respondents advised that they expected staffing to increase [after  
deploying automation]. For them, the objective is to apply the added staff to  
more specialized tasks.”

Automating elements of the SOC workflow significantly reduces the noise created by too many 
alerts and frees analysts to apply their skills and experience to actively investigate and hunt threats. 
It also helps reduce burnout by relieving analysts of tedious, repetitive work. Auto enrichment of 
events, as described in Step Two, provides analysts with real-time, actionable data and rich context, 
enabling them to investigate and threat hunt more effectively and efficiently.

Going from a reactive to an active posture—such as enabling threat intelligence to automatically 
trigger searches across data sets—generates investigations that include the necessary detail and 
context analysts require. The days of waiting to act against a threat until all the evidence had been 
gathered manually should be history.
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Providing analysts with a next-gen SIEM that 
enables them to quickly test investigation 
hypotheses delivers key benefits. For 
example, if an alert fires and an analyst 
sees that a bad domain was accessed, 
with a single click the analyst immediately 
becomes a threat hunter and can search 
for that IOC across all of your data sources. 
The analyst then can automatically integrate 
their findings into the investigation. This 
streamlined workflow boosts analyst 
productivity, makes their work experience 
more fulfilling, and dramatically reduces 
mean time to resolution (MTTR).

Finally, you can leverage the capabilities 
of a security orchestration, automation, 
and response (SOAR) solution to further 
automate management of and response to 
threats. To ensure you get the maximum 
benefit from your SOAR, it’s important to 
select a next-gen SIEM solution that fully 
integrates with the range of tools on which 
your analyst team relies.

Key takeaway:

The 2020 Devo SOC Performance 
Report found that 69% of respondents 
still feel there are “too many alerts to 
chase.” The best way to change this 
in your organization is to deploy a 
next-generation SIEM that provides 
the foundation of a scalable data 
platform and includes the analytics 
and automation capabilities critical for 
success. This will make your security 
analytics and triage efforts faster and 
more productive, while helping to reduce 
analyst burnout. The bottom line is to 
use automation to sift out the noise so 
your analysts can focus on the threats 
that matter most to your business, while 
also helping to alleviate analyst burnout.
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Step 4.

STREAMLINE PROCESSES AND ACHIEVE 
HIGHER SOC PRODUCTIVITY
Once you have completed the first three steps, it’s time to assess your SOC team’s 
capabilities, evaluate analysts’ relative strengths, and identify any remaining gaps 
that require training or additional resources. You also will be able to see how these 
key performance indicators trend over time. Let’s look at ways to do that.

We have firmly established that context is king when it comes to enabling analysts to identify, 
triage, and respond to threats efficiently and effectively. To maximize the accuracy and speed of 
investigations, you should implement processes to ensure analysts don’t have to backtrack and 
waste time relearning things because the elements of previous investigations weren’t properly 
collected and organized. 

Automating the process of capturing the knowledge of your team and the information they have 
gathered—IOCs, threat feeds, supplemental context, etc.—and putting it in an evidence locker for 
seamless access, results in a mother lode of context your analysts will use constantly as they focus 
on how to better detect and respond to threats. Think of this step as empowering your analysts with 
the data and analytics to discover patterns in how they detect, triage, and respond to threats, and to 
learn from those patterns over time.
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Another benefit is that automating evidence collection will significantly reduce duplication of effort 
during investigations and decrease threat fatigue for analysts. Because we can’t forget that analysts 
are people, too. No one enjoys repetitive, unfulfilling work that requires little thinking or creativity. 
When analysts spend too much of their workdays robotically gathering information from multiple 
systems, it diminishes their ability to effectively triage and investigate increasingly complex threats. 
Analysts spend the same amount of time on triage and investigation regardless of whether a threat 
is real or not, or highly impactful to your business or not. Automation can change that for the better.

Why focus so much on process improvements? Well, many organizations do not believe their 
SOC is currently performing up to expectations. The 2020 Devo SOC Performance Report found 
that just 50% of respondents feel their SOC is effective, and only 55% are confident in their SOC’s 
ability to gather evidence, investigate, and find the source of threats. In other words, SOCs need 
fewer obstacles and convoluted processes so analysts can work more effectively. And worse, the 
survey showed that even in organizations classified as “high performers” (those that have relatively 
sophisticated incident response capabilities), only 51% of respondents believe their SOC has high 
interoperability with the company’s security intelligence tools. Yet another sign that much work 
remains to be done in many SOCs.

THE INVESTIGATION 
EVIDENCE YOUR 
ANALYSTS WILL HAVE 
READILY AVAILABLE 
INCLUDES:
Entity analytics

Threat-hunting analysis

Alert details

Case notes

File analysis

Threat intelligence

Details from related investigations
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Intelligent deployment of technologies that 
automate the investigative workflow will 
empower your analysts to do what they 
do best—focus on the threats that matter 
most to your organization. When a threat 
appears that your analysts haven’t seen 
before, it’s impossible for them to respond 
as they’ve done previously, because there is 
no “previously.” However, when responding 
to never-before-seen threats, they don’t 
have to abandon technology and go old 
school with manual investigations. You can 
automate the process of data collection 
and analysis, along with pattern recognition. 
With that information in hand, your analysts 
can enter the fight fully armed.

Key takeaway:

Take advantage of the robust  
capabilities of a next-gen SIEM to 
streamline key SOC processes. 
Automating key processes—particularly 
evidence collection—will make SOC 
analysts more productive and efficient 
while reducing fatigue. Providing 
analysts with rich data from past 
investigations will speed up future 
efforts, while improving security 
procedures and your overall  
security posture.
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IN SUMMARY

Implementing these four steps will establish the underpinnings of a modern SOC and 
deliver the visibility, instant access to enriched data, and automation of alerts and 
workflow that enable your analysts to detect, investigate, and respond to threats with 
a higher degree of confidence than before.

As you embark on the journey of implementing these steps, ensure you select a next-gen SIEM that can deliver all 
four steps in a single, integrated solution. Taking a piecemeal approach—one solution for visibility and insight, and 
another for workflow and automation, for example—will unfortunately re-create the same weaknesses of current 
SOCs that have created such painful working environments for analysts.

It’s time to ensure the technology foundation of your SOC is built to maximize the day-to-day 
workflow of your analysts.
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